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Summary

Final-year Network and Telecommunications Engineering student at INSAT, specializing in Windows internals, low-level
systems programming, and reverse engineering. Experienced in designing modular C frameworks, analyzing undocumented
kernel mechanisms, and studying malware execution behaviors. Seeking a 6-month End-of-Studies Internship (PFE)
starting early 2027 in vulnerability research or offensive R&D.

Technical Expertise

Windows Kernel Mechanics: Physical memory management, MSR manipulation, Control Registers, Process / Thread
structures.

Offensive Tooling: Reflective Loading, Indirect Syscalls, Dynamic Stack Spoofing, C framework architecture.

Reverse Engineering & Analysis: Manual unpacking, IAT reconstruction, static/dynamic analysis of kernel-mode
primitives and malware.

Systems Programming & Tools: C, x64 Assembly, WinDbg (Kernel-mode), IDA Pro, IDAPython, QEMU/KVM.

Relevant Experience

Technical Guest Speaker — Quarkslab (Internal R&D Session) May 2026

Topic: "CVE-2025-8061: From PoC to a Dynamic BYOVD Chain”
Presented independent research on LSTAR MSR manipulation, DSE (Driver Signature Enforcement) bypass, and stable
kernel-mode driver loading on Windows 11.

Windows Internals Research Intern - SERCOM Jul 2026 — Aug 2026
Conducted autonomous research on Windows 11 kernel memory management rejection paths. Reverse-engineered
internal kernel functions to isolate undocumented page table ownership checks.

Offensive Security Intern — Keystone Jul 2025 — Aug 2025
Executed full-chain penetration testing on a sandboxed banking ecosystem. Identified 13 vulnerabilities, including IDOR,
XXE, and insecure JWT implementations.

CTF Challenge Author — Securinets INSAT Sep 2024 — Present
Designed low-level challenges for national and international CTFs. Created multiple DFIR and malware analysis
challenges for over 1,000 participants.

Research Projects

SindriKit (Offensive Development Framework):
Architected a modular C framework utilizing dependency injection to decouple technique logic from execution mechanisms.
Project cited in industry publications including the Risky Business and PT Security newsletters.

Windows 11 Exploitation (HEVD):
Modernized the HackSys Extreme Vulnerable Driver (HEVD) exploitation chain for Windows 11. Implemented a stable
Data-Only LPE via Non-Paged Pool NX grooming and LFH (Low Fragmentation Heap) subsegment exhaustion.

Malware Analysis:
Manually reverse-engineered and comprehensively documented over 60 real-world malware samples over a 4-month
period.

Education

National Engineering Degree in Networks and Telecommunications — INSAT, Tunisia 2022 — 2027 (Expected)
Specialization in network administration, cybersecurity, IT infrastructure management, and low-level system analysis.
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